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Verizon Report

Verizon - 2018 Data Breach Investigations Report
Data Breach Patterns
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Source: 2018 Data Breach Investigation Report, Verizon, 11th edition 2018
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Source: 2018 Data Breach Investigation Report, Verizon, 11th edition 2018
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CloudWatch Event Rule: threat-detection-wksp-macie-alert

Macie finding triggers CloudWatch D CloudWatch Event Rule
M Event Rule I:I D publishes to an SNS Topic @

Amazon Amazon Amazon
Macie CloudWatch
SNS
Event Rule
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CloudWatch Event Rule: threat-detection-wksp-macie-alert

Event Pattern Input Transformer
 { _ : :
+ "detail-type": [ ! :
! "Macie Alert" ! . InputTransformer:
v ], : : InputTemplate: '"Amazon Macie Alert: <macdesc>"'
1 "source": [ ! : InputPathsMap:
! "aws.macie" : | macdesc: "$.detail.summary.Description"
v ] | I
D3 i !

adWws
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CloudWatch Event Rule:

threat-detection-wksp-guardduty-iam-finding
threat-detection-wksp-guardduty-ec2-finding

)

GuardDuty IAM/EC2 finding triggers D CloudWatch Event Rule CloudWatch Event Rule
CloudWatch Event Rule I:I [l publishes to an SNS Topic @ publishes to an SNS Topic EE%
Amazon Amazon You
Amazon CloudWatch SNS
GuardDuty Event Rule
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CloudWatch Event Rule: threat-detection-wksp-quardduty-iam-finding

Event Pattern Input Transformer
: L :
1 1 1
1 '{ b !
i "detail-type": [ i E E
- "GuardDuty Finding" | ' InputTransformer: !
| ] Lo InputTemplate: "\"Amazon GuardDuty Finding : I
! "éour'ce'“ [ 11 <type>\"\n\n\"Account : <account>\"\n\"Region : |
! " ’ dd " X I <region>\"\n\"Description : <description>\"\n\"Access Key ID : X
| aws . guardduty ' 1 <accessKey>\"\n\"User Type : <userType>\"" !
: 1, ! | InputPathsMap: |
! "detail": { Dol type: "$.detail.type" !
E "resource": { X E description: "$.detail.description” !
: "resourceType": [ | ! accquni-::" $.ac§:ount !
| " " . region: "$.region |
! AccessKey D! accessKey: "$.detail.resource.accessKeyDetails.accessKeyId" X
I ] ! ! userType: "$.detail.resource.accessKeyDetails.userType" !
L N |
] N |
X Lo !
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CloudWatch Event Rule: threat-detection-wksp-guardduty-finding-ec2-maliciousip

N—"

GuardDuty EC2 malicious finding Function modifies a NACL Outbound
triggers CloudWatch Event Rule D CloudWatch Event Rule Rule to Deny Destination IP
triggers a Lambda function
Inll 0 1=

Amazon
Amazon AWS Network Access
CloudWatch Lambda Control List
GuardDuty Event Rule
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CloudWatch Event Rule: threat-detection-wksp-guardduty-finding-sshbruteforce

~—
triggers a Lambda function to Deny Destination IP

I\ G
GuardDuty SSH bruteforce finding
triggers CloudWatch Event Rule D AWS Network A
etwork Access
D Dl:l Lambda Control List

Function adds a unique tag

A to the EC2 instance listed
A mazon in the finding I
mazon CloudWatch 0
GuardDuty |

Event Rule

AWS Amazon EC2
Lambda

Inspector scans
EC2 instance

Function creates and initiates
an Inspector scan
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CloudWatch Event Rule: threat-detection-wksp-guardduty-finding-sshbruteforce

Event Pattern

"source": [
"aws.guardduty"
1,

"detail": {

E "type" . I: i

"UnauthorizedAccess:EC2/SSHBruteForce"

__________________________________________________

adWws
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Question 1

B, “WEARX LMD SAWS API CallidGuardDuty
findingsz &£ L7cOTL &L DD ?

aws
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Question 2
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Question 3

CDT—o> a3y ICEVWTEEESDSSH 7
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Question 4

IAMRoleD I ARTDEyIa>zZEBDETE. 7
T —=2 3> OAEICEERH B R ITDH

DET,
CODVRVZERBT DKL DREERAGEZRANER
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Question 4

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
ll*ll
1,
"Resource": [
ll*ll
1,
"Condition": {
"DateLessThan": {
"aws :TokenIssueTime": "2018-12-30T04:29:04.801Z"
},
"StringEquals": {
"aws:userld": ["AROAIZ2X7ZKTD3E4SAOHTE:1i-06e8a8b87f7106582"]
}
}
}

]
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Question 5 Block public access
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Question 6
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Question 7
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FESZ 27

AWSO S FEXxa) T«
https://aws.amazon.com/jp/security/

Verizon 2018 Data Breach Investigations Report
https://www.verizonenterprise.com/resources/reports/rp DBIR 2018 Report en xq.pdf
NIST Cyber Security Framework

https://www.nist.qov/cyberframework

[Whitepaper] AWS Cloud Adoption Framework Security Perspective
https://d0.awsstatic.com/whitepapers/AWS_CAF_Security Perspective.pdf
GuardDuty All Findings
https://docs.aws.amazon.com/quardduty/latest/ug/guardduty findings.html
GuardDuty to Slack Integration
https://qithub.com/aws-samples/amazon-guardduty-to-slack

GuardDuty Multi-Account script
https://qgithub.com/aws-samples/amazon-guardduty-multiaccount-scripts

GuardDuty Testing Scripts

https://github.com/awslabs/amazon-guardduty-tester

Macie blog with test data
https://aws.amazon.com/blogs/security/classify-sensitive-data-in-your-environment-using-amazon-macie/
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https://aws.amazon.com/jp/security/
https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf
https://www.nist.gov/cyberframework
https://d0.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
https://github.com/aws-samples/amazon-guardduty-multiaccount-scripts
https://github.com/awslabs/amazon-guardduty-tester
https://aws.amazon.com/blogs/security/classify-sensitive-data-in-your-environment-using-amazon-macie/
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