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AWS https://aws.amazon.com/jp/getting-started/



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

( ) IAM
1. AWS IAM 
2.
3. , AWS 

, 

4.
AdministratorAccess

5.
6. IAM



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Verizon Report

Source: 2018 Data Breach Investigation Report, Verizon, 11th edition 2018 

Verizon - 2018 Data Breach Investigations Report
Data Breach Patterns
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Source: 2018 Data Breach Investigation Report, Verizon, 11th edition 2018 
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Amazon CloudWatch Events
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Amazon DynamoDB

CloudWatch Event Rule: threat-detection-wksp-macie-alert

Input Transformer

InputTransformer:
InputTemplate: '"Amazon Macie Alert: <macdesc>"'
InputPathsMap:

macdesc: "$.detail.summary.Description"

Event Pattern

{
"detail-type": [

"Macie Alert"
],
"source": [

"aws.macie"
]

}
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Amazon DynamoDB

CloudWatch Event Rule:

Input Transformer

InputTransformer:
InputTemplate: "\"Amazon GuardDuty Finding : 

<type>\"\n\n\"Account : <account>\"\n\"Region : 
<region>\"\n\"Description : <description>\"\n\"Access Key ID : 
<accessKey>\"\n\"User Type : <userType>\""

InputPathsMap:
type: "$.detail.type"
description: "$.detail.description"
account: "$.account"
region: "$.region"
accessKey: "$.detail.resource.accessKeyDetails.accessKeyId"
userType: "$.detail.resource.accessKeyDetails.userType"

Event Pattern

{
"detail-type": [

"GuardDuty Finding"
],
"source": [

"aws.guardduty"
],
"detail": {

"resource": {
"resourceType": [

"AccessKey"
]

}
}

}

threat-detection-wksp-guardduty-iam-finding
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CloudWatch Event Rule: threat-detection-wksp-guardduty-finding-sshbruteforce

Event Pattern

{
"source": [

"aws.guardduty"
],
"detail": {

"type": [
"UnauthorizedAccess:EC2/SSHBruteForce"

]
}

}
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Start Module 4
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Question 2
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Question 4
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [

"*"
],
"Resource": [

"*"
],
"Condition": {

"DateLessThan": {
"aws:TokenIssueTime": "2018-12-30T04:29:04.801Z"

},
"StringEquals": {

"aws:userId": ["AROAI2X7ZKTD3E4SAOHTE:i-06e8a8b87f7106582"]
}

}
}

]
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Question 5

S3
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Question 5 Block public access
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Question 6

SSE−KMS Macie
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Question 7
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Cleanup
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AWS�	�����
��
https://aws.amazon.com/jp/security/
Verizon 2018 Data Breach Investigations Report
https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf
NIST Cyber Security Framework
https://www.nist.gov/cyberframework
[Whitepaper] AWS Cloud Adoption Framework Security Perspective
https://d0.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf
GuardDuty All Findings
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
GuardDuty to Slack Integration
https://github.com/aws-samples/amazon-guardduty-to-slack
GuardDuty Multi-Account script
https://github.com/aws-samples/amazon-guardduty-multiaccount-scripts
GuardDuty Testing Scripts
https://github.com/awslabs/amazon-guardduty-tester
Macie blog with test data
https://aws.amazon.com/blogs/security/classify-sensitive-data-in-your-environment-using-amazon-macie/

https://aws.amazon.com/jp/security/
https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf
https://www.nist.gov/cyberframework
https://d0.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
https://github.com/aws-samples/amazon-guardduty-multiaccount-scripts
https://github.com/awslabs/amazon-guardduty-tester
https://aws.amazon.com/blogs/security/classify-sensitive-data-in-your-environment-using-amazon-macie/
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